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Council printer mix up breached data protection laws

The City of York Council breached the Data Protection Act by accidentally
disclosing personal data to a third party following a printer mix-up, the

Information Commissioner’s office (ICO) said today.

The breach was first reported to the ICO by the council on 10 February
after information containing personal data was incorrectly sent out with
other documentation to an unrelated third party. The information, which
includes sensitive personal data, was only included after being mistakenly
collected from a shared printer, before being copied and posted by an
employee who failed to check whether the papers were relevant to their

case.

While the ICO found that the council had robust policies and procedures in
place covering the handling of personal data, the case highlighted a lack
of quality control, personal ownership and management supervision within

the council and amongst their staff.

Acting Head of Enforcement, Sally-anne Poole said:

“This case highlights the need for employees to take responsibility and
ownership of tasks that involve handling personal data. If the documents
had not been left unattended by the printer and had been carefully
checked before they were sent out then this situation could easily have

been avoided.



“We are pleased that the City of York Council has introduced new security
measures governing the use of its printers and that staff will now be
required to carry out appropriate quality control checks to avoid

information being incorrectly disclosed in this manner.”

Kersten England, Chief Executive of the City of York Council, has signed
an undertaking to ensure that new procedures are put in place to prevent
documentation containing any form of personal data from being printed
where there is no business need to do so. The council will also bring in
new quality control checks on all the information they handle prior to
distribution, as well as extending their clear desk policy to include printer
trays, post trays and other pending work trays. The council has agreed
that all of the measures outlined in the undertaking will be in place within

the next four months.

A full copy of the undertaking can be viewed here:

http://www.ico.gov.uk/what we cover/promoting data privacy/taking a

ction.aspx#undertakings

ENDS

If you need more information, please contact the ICO press office on 0303

123 9070 or visit the website at: www.ico.gov.uk.

Notes to Editors

1. The Information Commissioner’s Office upholds information rights in the public
interest, promoting openness by public bodies and data privacy for individuals.

2. The ICO has specific responsibilities set out in the Data Protection Act 1998, the
Freedom of Information Act 2000, Environmental Information Regulations 2004 and
Privacy and Electronic Communications Regulations 2003.


http://www.ico.gov.uk/

The ICO is on Twitter, Facebook and Linkedln, and produces a monthly e-newsletter.
Our For the media page provides more information for journalists.

Anyone who processes personal information must comply with eight principles of the
Data Protection Act, which make sure that personal information is:

e Fairly and lawfully processed

e Processed for limited purposes

e Adequate, relevant and not excessive

e Accurate and up to date

e Not kept for longer than is necessary

e Processed in line with your rights

e Secure

e Not transferred to other countries without adequate protection


http://twitter.com/iconews
http://www.facebook.com/pages/Information-Commissioners-Office-ICO/126466154063772
http://www.linkedin.com/companies/information-commissioner%27s-office
http://www.ico.gov.uk/news/enewsletter.aspx
http://www.ico.gov.uk/news/for_the_media.aspx

