1CO

Information Commissioner's Office

Promoting public access to official information
and protecting your personal information

Press Release
For immediate release

Date: Thursday 2 August 2007

ICO launches CCTV code of practice consultation

The Information Commissioner’s Office (ICO) is today launching a consultation on its

new draft CCTV code of practice which sets out good practice advice for those

involved in operating CCTV cameras. Aimed at businesses and organisations which
routinely capture images of individuals on their CCTV equipment the draft code will
help CCTV operators comply with the Data Protection Act.

The Information Commissioner recently called for a public debate on the use of
CCTV and other surveillance technologies following concerns that we are ‘waking up
in a surveillance society’. The ICO has revised its existing code of practice on CCTV
to reflect technological developments and changes to the way CCTV is used to
monitor individuals. The draft code aims to ensure that appropriate data protection

and privacy for individuals are maintained.

The new draft code of practice states that CCTV must not be used to record
conversations between members of the public. According to the draft code this
action is ‘highly intrusive and unlikely to be justified’. If a CCTV system is equipped

with a sound recording facility it should always be turned off or disabled.

Before deciding whether to use CCTV the ICO is encouraging businesses and
organisations to carry out an impact assessment to determine whether CCTV is
justified and how it will be operated. The assessment also aims to take into account

the effect CCTV may have on individuals.


http://www.ico.gov.uk/Home/about_us/consultations/our_consultations.aspx
http://www.ico.gov.uk/Home/about_us/consultations/our_consultations.aspx

Jonathan Bamford, Assistant Commissioner at the ICO, said: “It is clear that use of
CCTV enjoys a lot of public support and can have benefits such as helping with the
detection of crime. However, it can be extremely intrusive, putting law abiding
people under surveillance. It is essential that the public is confident that CCTV is
being used responsibly and for a proper purpose. As most uses of CCTV will be
covered by the Data Protection Act this revised guidance will help CCTV operators

comply with their legal obligations under the Act.”

The code also provides advice on the retention and use of CCTV images and
outlines some of the circumstances when it would be appropriate to disclose images
captured by CCTV, for example, to law enforcement bodies for the investigation of a

crime.

The ICO is encouraging comments from those who might be affected by the
provisions outlined in the draft CCTV code of practice. Once these comments are
assessed the ICO will issue a revised code. The consultation on the draft CCTV

code of practice closes on 31 October 2007.
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If you need more information, please contact the Information Commissioner’s press

office on 020 7025 7580 or visit the website at: www.ico.gov.uk

Notes to Editors

1. The Information Commissioner promotes public access to official information and protects
personal information. The ICO is an independent body with specific responsibilities set out in
the Data Protection Act 1998, the Freedom of Information Act 2000, Environmental
Information Regulations 2004 and Privacy and Electronic Communications Regulations 2003.

2. For more information about the Information Commissioner’s Office subscribe to our e-
newsletter at www.ico.gov.uk

3. Anyone who processes personal information must comply with eight principles, which make
sure that personal information is:

e Fairly and lawfully processed

e Processed for limited purposes

e Adequate, relevant and not excessive
e Accurate and up to date

e Not kept for longer than is necessary
e Processed in line with your rights


http://www.informationcommissioner.gov.uk/
http://www.ico.gov.uk/

e Secure
¢ Not transferred to other countries without adequate protection

In 2006 the Information Commissioner published a report on the surveillance society and
called for a public debate on the issue. In 2007 the Home Affairs Select Committee the
House of Lords Constitution Committee launched separate inquiries into the surveillance
society.

The ICO is talking to the Ministry of Justice about extending the small business exemption
under the Data Protection Act so that those with very limited CCTV systems do not have to
notify with the ICO just because they have CCTV.

The CCTV code of practice is available at
http://www.ico.gov.uk/Home/about us/consultations/our consultations.aspx
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