
 
 
 
 
 
Press Release 
 
Strictly embargoed until 00.01 on 11 July 2007      
 

 
CEOs urged to raise their game following unacceptable privacy breaches  

 
The Information Commissioner is today calling on UK chief executives to take the 

security of employees’ and customers’ personal information more seriously. His call 

follows a number of unacceptable security breaches over the last year, involving 

leading names such as Orange and several high street banks. 

 

Speaking at the launch of his annual report in London, Richard Thomas, the 

Information Commissioner, will say: ‘Over the last year we have seen far too many 

careless and inexcusable breaches of people’s personal information. The roll call of 

banks, retailers, government departments, public bodies and other organisations 

which have admitted serious security lapses is frankly horrifying.  

 

‘How can laptops holding details of customer accounts be used away from the office 

without strong encryption? How can millions of store cards fall into the wrong hands? 

How can online recruitment allow applicants to see each others’ forms? How can any 

bank chief executive face customers and shareholders and admit that loan 

rejections, health insurance applications, credit cards and bank statements can be 

found, unsecured in non-confidential waste bags?’ 

 

The Information Commissioner will add: ‘Business and public sector leaders must 

take their data protection obligations more seriously. The majority of organisations 

process personal information appropriately – but privacy must be given more priority 

in every UK boardroom. Organisations that fail to process personal information in 

line with the Principles of the Data Protection Act not only risk enforcement action by 

the ICO, they also risk losing the trust of their customers.’ 

 

http://www.ico.gov.uk/about_us/what_we_do/corporate_information.aspx


The public’s awareness of data protection rights has risen to an all-time high of 82% 

and more and more people understand that personal information must be handled 

appropriately. To ensure personal information stays private, the Information 

Commissioner has called for stronger audit and inspection powers for his Office. 

Currently the ICO can only audit organisations’ information handling practices with 

their consent. The Commissioner wants the right to inspect and audit practices 

where poor practice is suspected. 

 

The Information Commissioner’s annual report highlights that the ICO received 

almost 24,000 enquiries and complaints concerning personal information in 2006/7.  

The ICO has prosecuted 16 individuals and organisations in the last 12 months and 

two Parliamentary inquiries have started following the Commissioner’s call for a 

debate on the UK’s ‘surveillance society’.  

 

The ICO has now received almost 6,000 complaints under the Freedom of 

Information Act and has closed over 75% of those. Following changes within the ICO 

82% more cases were closed in 2006/7 than in the previous 12 months. The ICO 

has issued over 600 decision notices – 30% of the Commissioner’s rulings upheld 

the initial decision by the public authority while 38% of decision notices issued by the 

ICO ruled in favour of the complainant.  In 32% of cases the Commissioner upheld 

some elements of the complaint in favour of the complainant and agreed with the 

public authority on others.  

 
ENDS 
 

If you need more information, please contact the Information Commissioner’s press 

office on 020 7025 7580 or visit the website at: www.ico.gov.uk  

http://www.ico.gov.uk/about_us/what_we_do/corporate_information.aspx
http://www.informationcommissioner.gov.uk/


Notes to Editors 

1. The Information Commissioner promotes public access to official information and protects 
personal information. The ICO is an independent body with specific responsibilities set out in 
the Data Protection Act 1998, the Freedom of Information Act 2000, Environmental 
Information Regulations 2004 and Privacy and Electronic Communications Regulations 2003. 

2. For more information about the Information Commissioner’s Office subscribe to our e-
newsletter at www.ico.gov.uk 

 
3. Anyone who processes personal information must comply with eight principles, which make 

sure that personal information is: 
• Fairly and lawfully processed  
• Processed for limited purposes  
• Adequate, relevant and not excessive  
• Accurate and up to date  
• Not kept for longer than is necessary  
• Processed in line with your rights  
• Secure  
• Not transferred to other countries without adequate protection  

 
4. In February the ICO found Alliance & Leicester, Barclays Bank, Clydesdale Bank, Co-

operative Bank, HBOS, HFC Bank, Nationwide Building Society, Natwest, Royal Bank of 
Scotland, Scarborough Building Society, The Post Office and United National Bank in breach 
of the Data Protection Act and ordered them to sign formal undertakings 

 
5. According to the ICO’s annual track research 2006 the public’s awareness of  data protection 

rights has risen to 82% 
 

6. The Information Commissioner’s annual report 2006/07 will be launched on Wednesday 11 
July at the Design Centre, London.  It provides an overview of the ICO’s Freedom of 
Information and Data Protection casework, recent decisions, enforcement action, Surveillance 
Society and What Price Privacy? 
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