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Our vision

A society where information rights and
responsibilities are respected by all.

B Organisations inspire trust by collecting and using
personal information responsibly, securely and fairly;

B People understand how their personal information
is used, are aware of their rights and are confident in
using them;

and

B Public authorities are open and transparent,
providing people with access to official information
as a matter of course;

B People are aware of their rights of access to official
information and are confident in using them.
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Information Commissioner’s foreword

A year ago | wrote of a sea-change in attitudes
towards information rights. Not only has the tide
now well and truly turned, but data protection
and freedom of information have substantially
grown in stature and influence through the
tumultuous waters of the last 12 months.

At last our work is valued as highly relevant,
topical and centre-stage — providing
constructive guidance, taking tough action
where necessary, setting national agendas and
stimulating difficult and serious debate. Getting
data protection and privacy right is central to
people’s lives and to the good reputations of
organisations. Freedom of information has
become a firmly-established part of the fabric of
public life. Both underpin modern democracy and
public involvement in politics; both focus on the
liberties of British life; and both are pivotal to the
relationship between state and citizen.

It was a great boost to the ICO that the Prime
Minister devoted a large part of his speech on
liberty in October to data protection and
freedom of information. It must be right that the
opportunities of new technology need to be
matched by proper standards and oversight to
protect liberty. And the speech confirmed that
the guiding principle of freedom of information
must be that public information does not belong
to government, but to the public on whose
behalf government is conducted.

Just a few weeks after the Prime Minister’s
speech, the publicity and controversy generated
by the loss of 25 million child benefit records by
HMRC and 600,000 service records by the
Ministry of Defence can have left no-one in any
doubt that data protection really does matter.
There have been other security storms — all of
which have reinforced messages about the
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importance of addressing the risks of handling
personal information more seriously. Six months on, in
mid-2008, an unprecedented plethora of reports all
point in the same direction - information can have
great value as an organisational asset, but can be a
toxic liability if not handled properly. And information
management is a Board level governance issue -
demanding clear lines of accountability and
responsibility, coherent policies and procedures,
rigorous training and regular checks.

The issues go beyond security. Data minimisation —
the least information, held no longer than necessary —
is a fundamental data protection approach which the
ICO has long advocated. It is very encouraging to see
the concept adopted as the heart of the recent Home
Affairs Committee report on surveillance. That report
praised the ICO for our work in this area, highlighting
for example our initiatives with privacy impact
assessments and the CCTV Code of Practice and —in

line with the Justice Committee and other reports -
calling for our powers and resources to be increased.

It is right to see limits on excessive surveillance and
the wider application of data protection as building
blocks of the liberties which we can so easily take for
granted. Just as terrorism and other threats to our
national security remind us that privacy and data
protection cannot be absolute rights, so the fight
against these evils must not run roughshod over our
liberties. Sometimes the best-intentioned plans bring
the most insidious threats, where freedoms are not
appreciated until it is too late to turn the clock back.
The targeted, and duly authorised, interception of the
communications of suspects can be invaluable in the
fight against terrorism and other serious crime. But
would that provide justification for the scheme which
- it has been suggested - is under consideration to
create a government-run database to hold details of
the telephone and internet communications of the
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entire population? Do we really want the police,
security services and other organs of the state to
have access to more and more aspects of our private
lives? Any such scheme would require the fullest
public debate to establish whether, whatever the
benefits, it amounted to excessive surveillance as a
step too far for the British way of life.

Freedom of information has generated its own
controversies, but we have seen a more positive
attitude from government. The threat from changes
to the fees regulations has disappeared, proposals to
designate further public bodies are awaited and the
30 year rule is under review. At the ICO, we have
been able to close more cases than we received and
an increase in our budget is now enabling us to
restore the much-missed guidance and enforcement
programme and move towards more acceptable
service standards. If we can secure sufficient
secondments, we hope to be able to begin reducing

our existing backlog and start new cases sooner.

Freedom of information is not easy and Members of
Parliament have not been alone in feeling discomfort
at its transitional impact, but it is gratifying that there
has nevertheless been almost universal support for
the principles of transparency. Daily disclosures from
public bodies are increasing accountability across the
public sector. With the substance of most of our
formal decisions upheld when examined by the
Tribunal or the High Court, the casework — ranging
from the Iraq war to local government pensions -
involves detailed investigation and analysis of
complex and sensitive factual and legal issues and
careful judgements.

We work for the public and we want people to be
confident in their information rights. We have secured
the highest levels of awareness ever — with a
staggering 90% aware of their right to see the
personal information held about them — up from 74%
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just three years ago. For freedom of information,
there have been corresponding increases in
awareness of the right to see official information (up
to 85% from 73% in 2005) and even sharper rises in
identifying specific benefits of the right to access
official information. In our survey, people put
protection of personal information as a top social
concern - ranking it more important than the health
service or the environment.

After such a tumultuous year the ICO is set to grow
significantly. It is good to be able to welcome more
staff for freedom of information work. Thanks to
cross-party consensus and co-operation in
Parliament, we will shortly have an important new
power to impose civil penalties for serious data
protection contraventions. We hope soon to have
long-awaited inspection and audit powers. Modest
increases in the notification fee for the largest data
controllers will give us significant resources to

improve our infrastructure and make the best
possible use of existing and new powers.

| am immensely proud of the great year of
achievement by the ICO’s staff which this report
records. It is clear that good practice in handling
personal and official information can never again be
ignored or seen as an optional add-on or after-
thought. As | enter my last year as Commissioner, the
ICO faces many welcome challenges and it is unlikely
that we will find calmer waters. But we are privileged
to be entrusted with this work and we are ready,
willing and able to embark on the journey ahead.

Cha harwe
—

Richard Thomas,
Information Commissioner
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This year information rights hit the political and social agenda, with awareness of the rights the highest they have ever
been. In research commissioned by the ICO, individuals’ awareness of the data protection right to see information held
about them reached 90%, and 86% were aware of the freedom of information right to request information held by

public authorities.

Prompted awareness
of the right to see

personal information

90%

85%

82%
80%

76%

75%
74%

70%

| @ The right to see personal information

Source: ICO Annual Tracking Survey 2007  Sample size 1223

Prompted awareness of the right to request
information held by the government and other

public authorities

90%
86%
85%

80%

75%
73% 73%

70%
2005 2006 2007
mmmm@uumn The right to request information held by the government and other public authorities

Source: ICO Annual Tracking Survey 2007  Sample size 1222
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May-07

Jun-07

Jul-07

We launch an investigation into Barclays Bank following alleged breaches of customer privacy.

Freedom of information guidance published for first tier councils.

The first of many ICO staff receive their Information System Exam Board (ISEB) qualification in data protection. ICO
staff continue to receive a 100% pass rate.

Infofind Ltd, a private investigations firm, convicted of 44 counts of unlawfully obtaining and selling personal information.

We call for new privacy safeguards whilst giving evidence to the Home Affairs Committee.

Carillion (formally Alfred McAlpine Business Service Ltd) were appointed as our new IT service provider.

We issue a practice recommendation to Liverpool City Council recommending improvements in the provision of
advice and assistance and its internal review procedures for freedom of information requests.

The Information Tribunal upholds our decision notice against the Office of Government Commerce ordering them to
release information relating to the Gateway review on identity cards programme.

We find Orange and Littlewoods Home Shopping in breach of the Data Protection Act following an investigation into
their processing of customer information.

We launch a crackdown on recruitment agencies urging them to meet their obligations to notify under the Data
Protection Act.

Three men sentenced to prison for their involvement in bogus data protection agencies.

We publish new guidance to help elected councillors understand their obligations under the Data Protection Act.

A Chester man is sentenced to 20 months in prison for running a bogus data protection agency.

We take action against Satellite Direct UK and Satcover Ltd for unsolicited cold calling under the Privacy and
Electronic Communications Regulations.

Guidance on vexatious and repeated requests is updated and expanded to help public authorities’ understanding of
freedom of information.

We urge CEOs to raise their game following a number of unacceptable privacy breaches.
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Aug-07

Sep-07

Oct-07

Nov-07

We rule under the Freedom of Information Act that Royal Mail must disclose statistics on the number of thefts from
private vehicles being used to deliver mail.

New freedom of information guidance issued for dealing with requests relating to MP’s correspondence.

We issue our good practice notes on data protection issues around the publication of examination results.

We publish ‘Charter for responsible freedom of information requests’.

We issue a series of ‘how to complain’ leaflets for individuals to help them exercise their data protection and freedom
of information rights.

We order debt recovery companies Clear Debt Solutions and ADC Organisations Ltd to stop sending unwanted faxes
to individuals and businesses.

We find the Northern Ireland Office in breach of the Data Protection Act after it failed to supply an individual with
information it held on him.

We issue a freedom of information practice recommendation to Nottingham City Council regarding its records
management practice.

We remind local authorities in Scotland to protect residents from ID theft by advising them to restrict the amount of
personal information published on their websites.

We hold a Data Sharing conference for stakeholders in Northern Ireland.

We launch additional guidance aimed specifically at small businesses to help them understand their obligations under
the Data Protection Act.

We launch ‘The framework code of practice for sharing personal information’,

We launch our young people’s website with guidance about protecting personal details on social networking sites.

Market research shows that awareness of data protection and freedom of information rights is the highest ever.
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Nov-07

Dec-07

Jan-08

Feb-08

We find the Foreign and Commonwealth Office in breach of the Data Protection Act following an investigation into
the online application facility for UK visas.

We formed our "Green group” from staff volunteers, to look at ways we can reduce our environmental impact.

We order four police forces to delete old criminal convictions from the Police National Computer.

The UK's largest personal data security breach is recorded following the loss of over 25 million personal records by HMRC.

We find the Department of Health in breach of the Data Protection Act following an investigation into a security
breach on the Medical Training Application Service website.

The government announces its commitment to strengthening the powers of the Information Commissioner.

We rule that the Department for Culture, Media and Sport must release documents relating to the takeover of
Manchester United Football Club.

Draft of new model publication scheme and definition documents published, and web based consultation started.

We host a ‘Surveillance society’ conference in Manchester and launch our privacy impact assessment handbook.

We mark European Data Protection Day by launching our CCTV code of practice at the Houses of Parliament.

We take enforcement action against Carphone Warehouse after investigating complaints concerning the way personal
information was stored and processed.

We take enforcement action against Marks & Spencer after an unencrypted laptop containing 26,000 employees’
details is stolen.

We order the House of Commons to release further details of some MPs’ spending, including costs of second homes
and staff incidental costs.

We order 32 local authorities to release information on pension payments.

We order the Cabinet Office to release the minutes of Cabinet meetings where military action against Iraq was discussed.
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We prosecute a Manchester debt recovery company for bombarding individuals and businesses with unwanted faxes.

We find Skipton Financial Services in breach of the Data Protection Act.

We launch our CCTV code of practice in Scotland, at the Scottish Parliament.

Response submitted to Ministry of Justice consultation on Designation for Additional Public Authorities for the
Freedom of Information Act.

We launch our data protection strategy at the Data Protection Officers conference in Manchester.

We respond to the independent review of the 30 year rule regarding release of official information.

We take enforcement action in relation to the Department of Health, issuing the first practice recommendation to a
central government department, recommending the improvements needed to conform to the freedom of information
code of practice.

We prosecute a London solicitor and a Bolton accountant for failing to notify as data controllers.
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Making a

difference

- £

Department of Health
— formal undertaking

In May 2007 the ICO was alerted to a security breach
which allowed sensitive personal details about junior
doctors, including religious beliefs and sexual orientation, to
be seen by anyone accessing the Medical Training
Application Service website. The ICO required the
Department of Health to sign a formal undertaking to
comply with the principles of the Data Protection Act and in
particular required the Department to encrypt any personal
data on their website which could cause distress to
individuals if disclosed. They were also required to train staff
on compliance with the Act.

Information Commissioner, Richard Thomas

urged the Government last night to review the
amount of sensitive data to be kept on the
ID database.



Thank goodness for the Data Protection Act. A
friend had told me about it - as soon as | got hold
of the information, | knew it would clear my name.

CErT R

Mr C noticed a default on his credit file from 2001. He denied he

had defaulted but did not pursue the matter with the telecoms
company concerned as he was advised that the default would be
removed from his file after six years. He later discovered that the
company had put the default information back on his file, more
than six years after the date of default, and had changed the
default date so that it remained on his file. We wrote to the
company and asked them to remove the default, which they did.

r
The reprimand (Foreign Office undertaking) is the

latest stage of a campaign by the ICO against “frankly
horrifying” cases in which companies and government
agencies had failed to secure sensitive data such as

personal and bank information.

Rasostusy T

A Mr W had a request turned down to see correspondence from
the Scotland Office about an all postal ballot for the European
Elections. After receiving his complaint we wrote to the Scotland
Office to request an explanation. After looking at the case again
they changed their decision and now found the public interest in
maintaining the exemption was outweighed by the public interest
in disclosure. The information was released.

PCasestudy | { (o))

Mr E received a marketing email from a well known airline which
contained his full credit card number in the subject line. The airline
said this incident happened as Mr E entered his credit card number
immediately after his name in the field ‘Name as appears on card’.
Following our intervention the airline has initiated a system change
to ensure numeric characters cannot be entered into such fields.

FCasostusy (|

A complainant made a request for information to Oldham
Metropolitan Borough Council regarding the proposed establishment
of a partnership arrangement with a private company for the
provision of car parking services in the Borough. The council
provided some of the requested information, but not all. Following
the intervention of the Commissioner, the council reconsidered its
initial position and agreed to release the rest of the information.







Outcome of decision notices

Our year at a glance - Freedom of information

Total decision notices served 2007/08

395

Partly upheld eg
ICO ordered some
disclosure but not all

45%

_ Complaint upheld
30%
(( Y

Complaint not upheld

p— 25%
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Freedom of information appeals to the Information Tribunal

Total appeals since January 2005 (from a total of 922 decision notices issued) 235

Appeals caseload as at 31 March 2008 (open cases) 73

Completed appeals outcomes ICO decision overturned

or varied
28% (46)
ICO decision
upheld
53% (85)
Appeals withdrawn
19% (31)



Our year at a glance - Freedom of information

Parties appealing

Public authorities
29% (68)

Complainants
71% (167)




Our year Data protection casework

ataglance

Received Closed Work in progress

24,851 25,592 1,237

Performance against targets
Time to close cases Target Actual
30 days or less 45% 60%
90 days or less 93% 85%

180 days or less 99% 97%




Our year at a glance - Data protection

Age of cases closed

31 to 90 days

0 to 30 days
60%

91 to 180 days
1%

181+ days
3%
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Outcome of cases closed

Assessment criteria not met
17%

Breach unlikely

8%
Advice and guidance
40%
Breach likely
30%
Other
5%



Prosecutions 1 April 2007 to 31 March 2008

Defendant Offence Court Date of Result Sentence Costs
hearing

Infofind Ltd/ S55x44x 2 Kingston upon
Nicholas Munroe obtain and Thames
disclose Magistrates
Tracey 555 Glasgow
Malcolmson
Robbie Alexander 655 Edinburgh
Hastie
Peter Greenhalgh S17 Manchester City
Magistrates
ADC Organisation Ltd ~ S47 x 6 offences Manchester City
for non compliance  Magistrates
of enforcement
notice
Olubi Adejobi S17 Stratford
Magistrates

23 April
2007

9 November
2007

28 December
2007

7 January
2008

19 February
2008

20 February
2008

Guilty

Not guilty

Guilty

Guilty

Guilty

Guilty

Convicted £3200

Deserted £0.00

Guilty £400.00

Guilty 6 month
conditional
discharge

Guilty £100 per
offence = £600
plus £15 victim
surcharge

Guilty £300 plus
£15 victim
surcharge

Prosecutions

£5000

£0.00

£0.00

£804.00

£1911.25

£500



Defendant Offence Court Date of Result Sentence Costs
hearing

Robert Bentley

Azhar Saleem

Sajjad Khan

Charles Pycraft

YD Image Ltd

S17

S17

S17

S17

Stratford
Magistrates

Bolton
Magistrates

City of London
Magistrates

City of London
Magistrates

City of London
Magistrates

20 February
2008

25 March
2008

26 March
2008

26 March
2008

26 March
2008

Guilty

Guilty

Guilty

Guilty

Guilty

Guilty

Guilty

Guilty

Guilty

Guilty

£300 plus
£15 victim
surcharge

£300 plus
£15 victim
surcharge

£650 plus
£15 victim
surcharge

£300 plus
£15 victim
surcharge

£100 plus
£15 victim
surcharge

£500

£42850

£52540

£500

£0.00



Accounts summary

Accounts summary

Statement of the Information Commissioner

This summary financial statement is a summary of information extracted from the full annual accounts and does not
contain sufficient information to allow for a full understanding of the financial affairs of the Information Commissioner.
For further information, the full annual accounts and the auditor’s report on those accounts should be consulted. These
are available free of charge on request from the Information Commissioner's Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire, SK9 5AF or the website www.ico.gov.uk.

The full accounts were signed by the Information Commissioner on 10 June 2008.

The Comptroller and Auditor General who has been appointed under the Data Protection Act 1998 as auditor, gave an
unqualified opinion.

Cha oo
—

Richard Thomas
Information Commissioner
10 June 2008



Statement of the Comptroller and Auditor General
to the House of Parliament

| have examined the summary financial statement of the Information Commissioner comprising a summary income and
expenditure account for the year ended 31 March 2008 and a summary balance sheet as at that date.

Respective responsibilities of the Information Commissioner and Auditor

The Information Commissioner is responsible for preparing the summary financial statement. My responsibility is to report
to you my opinion on its preparation and consistency with the full annual report.

Basis of audit opinion

| have conducted my work in accordance with Audit Bulletin 1999/6, ‘The auditors’ statement on the summary financial
statement’, issued by the Auditing Practices Board. My certificate on the full accounts of the Information Commissioner
describes the basis of my opinion on those accounts. | have also read the other information contained in the Annual Report
and consider the implications for my opinion if | become aware of any apparent misstatements or material inconsistencies
with the summary financial statement.



Accounts summary

Opinion
In my opinion the summary financial statement is consistent with the full annual report and accounts of the Information
Commissioner for the year ended 31 March 2008.

TJBurr National Audit Office
Comptroller and Auditor General 151 Buckingham Palace Road
17 June 2008 Victoria

London

SW1W 9SS



Summary income and expenditure account for the year ended 31 March 2008

Operating income
Other income

Expenditure
Staff costs
Other operating costs

Depreciation/profit on disposal of tangible fixed assets
Permanent diminution of tangible fixed assets

Operating deficit

2007/08
£ £
10,592,887
20,230
10,613,117
8,616,009
7088324
1252241
(16,956 574)
(6,343457)

The salary of the Information Commissioner and most senior officials was:

Richard Thomas, Information Commissioner

David Smith, Deputy Commissioner for data protection

Graham Smith, Deputy Commissioner for freedom of information
Simon Entwisle, Chief Operating Officer

Nicholas Tyler, Chief Legal Advisor (to 31 December 2007)
Susan Fox, Director of Communications and External Relations
Victoria Best, Director of Human Resources

Salaries in the band £10,000-£15,000 were paid to each of the four Non-Executive Board Members.

T\

2006/07
£ £
9,898,052
26222
9,924,274
8353825
6,928451
2,050,724
4,961
(17,337,961)
(7,413 687)
2007/08 2006/07
£'000 £'000
95-100 95-100
65-70 60-65
75-80 70-75
75-80 70-75
50-55 65-70
50-55 45-50
45-50 40-45



Accounts summary

Summary balance sheet as at 31 March 2007

31 March 2008 31 March 2007
£ £ £ £
Fixed assets
Tangible fixed assets 2105316 3280534
Current assets
Debtors and prepayments 654,926 514163
Cash at bank and in hand 391,399 472224
1,046,325 986,387
Creditors-amounts falling due within one year (6,078672) (5929,871)
Net current (liabilities) (5032347) (4943484)
Total assets less current liabilities (2927,031) (1,662,950)
Provision for liabilities and charges (32,400) -
(2959431) (1,662,950)
Capital and reserves
Income and expenditure reserve (3032583) (1,852,493)
Revaluation reserve 73152 189543
(2959431) (1,662,950)



We received grant-in-aid of £5,050,000 from the Ministry of Justice which we

spent on our freedom of information type activities

Salaries

Staff related costs
Accommaodation
Information services

Communications and
external relations

Legal and
professional costs

Travel and subsistence

Carried forward to
next year

£000
2,810
418
507
350

301

550
114

Salaries

Staff related costs
8%

Accommodation

Information services

56%

7%

Communications and
external relations

6%

Legal and professional costs

1%

Carried forward to next year T Travel and subsistence
0% 2%
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We collected data protection notification fees of £11,173,000 which we spent on

our data protection type activities

Salaries

Staff related costs
Accommodation
Information services

Communications and
external relations

Legal and
professional costs

Travel and subsistence

Carried forward to
next year

£000
5332
630
1107
1983

1182

327
337

275
11,173

Salaries

Staff related costs
6%
Accommodation
10%

Information
services

18%

47%

Carried forward to next year

Communications
and external relations

1%
Legal and
professional expenses
3%
Travel and subsistence

2%

3%



If you would like to contact us please call
08456 306060 or 01625 545 745 if you
would prefer to call a national rate number.

e: mail@ico.gsi.gov.uk
w: ico.gov.uk

July 2008

Information Commissioner’s Office,
Wycliffe House, Water Lane,
Wilmslow, Cheshire SK9 5AF

1ICO

Information Commissioner’s Office

ICO/ARS/0708/1k



